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IIn this column, I previously discussed open source li-
censes, though in somewhat general terms. All open 
source licenses

1. provide defined rights to you
2. have obligations you must fulfill to receive those 

rights
  3.    are disallowing you to do certain things

  4.    typically, also disclaim all 
warranties and liabilities.

The Open Source Initiative (OSI) 
has accepted more than 100 licenses 
as open source licenses, conforming 
to their open source definition. Of 
these, about half of them are in ac-
tual use, and about 20 licenses are in 
frequent use.

That said, while some licenses can 
be used as-is and without modifica-
tions, software developers love to fid-
dle with open source license texts. For 
example, the popular and quite fun-
damental JavaScript Object Notation 
(JSON) project added the obligation:

“The Software shall be used for Good, not Evil”

to the MIT license to create the JSON license. This makes 
the JSON license a nonopen source license because it re-
stricts the use of any so-licensed code to not do evil. In 
the case of the JSON license, this is a no-op, that is, has no 
further consequences, as people will not agree on what is 
good or evil.

In other cases, license text modifications are less harm-
less. Developers like to take popular open source licenses 
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and subvert some of the wording to 
make the licensed software commer-
cial software, for example, by restrict-
ing fields of use or by requiring finan-
cial compensation.

As a consequence, a developer us-
ing open source components needs to 
read each and every license carefully 
to understand their implications.

At the time of writing, the ScanCode 
LicenseDB counted more than 2,000 
practically relevant license texts, com-
monly derived from any of the OSI-ap-
proved licenses. Most modifications 
are harmless and don’t change the 
meaning of the underlying open source 
license, but as noted, some aren’t.

Each license is its own legal text. 
Developers need to comply specifically 
with the obligations spelled out by that 
text. Still, as noted early on, some of the 
obligations keep recurring and can be 
handled in a consistent way across all 
valid and well-intentioned licenses.

Effectively, there are two main ob-
ligations that you may have to fulfill:

1. Provision of legal notices (attri-
bution, license texts, and other 
notices): The open source legal 
notices are a best practice in 
which you compile all texts 
you are required to provide to 
recipients into one file, the le-
gal notices file, which you then 
pass on to recipients.

2. Provision of corresponding source 
code (copyleft): The provision of 

corresponding source code is 
how you comply with a copyleft 
obligation: By truthfully col-
lecting all needed source code, 
tooling, keys, and so on, so that 
recipients can rebuild the soft-
ware and fix any bugs.

These obligations only fall upon 
you if you are distributing open source 
code. If you are an end user, you typi-
cally don’t have to do any of this.

Beyond these two main obliga-
tions, there are further important but 
less frequent obligations (like indem-
nification) that you may be required to 
fulfill. The details will be explained in 
the specific licenses, and you need to 
read and comply with them.

License compliance can be a tedious 
process, so you will want to automate 
as much as you can and standardize 
most of the human involvement. We 
will discuss all this in turn.

THE OPEN SOURCE LEGAL 
NOTICES
The first of two main requirements put 
upon distributors of open source code 
is to provide the open source legal no-
tices to recipients.

Legal notices are (typically tex-
tual) notices that are given by a dis-
tributor of an artifact to the recip-
ient of the artifact. They spell out 
any legal information the recipient 
needs to hear. The common example 
is a vendor selling a product to a cus-
tomer. Legal notices are not limited 
to software, and they existed long be-
fore open source software. Legal no-
tices serve many different purposes, 
for example:

 › Declaration of ownership: The 
distributor may want to or have 
to declare who owns what in 
the artifact, including compo-
nents sourced from suppliers. 
Such declarations may include 
copyright statements, patent use 
permissions, and so on.

 › Declaration of information re-
quired by law: Often the law puts 

requirements on the distribu-
tors of artifacts, for example, to 
warn them about radiation from 
devices like mobile phones or to 
inform them about compliance 
with required standards.

 › Declaration of limitation of liabilities: 
The distributor may want to try to 
limit any liabilities resulting from 
receiving and using the artifact. 
Whether such disclaimers or lim-
itations will hold in court is often 
unknown until tried.

Any software artifact distributed 
to third parties should have an open 
source legal notices section as part of 
a more general legal notices. The open 
source legal notices are a result of the 
following common obligations found 
in open source licenses:

1. Provide copyright notices (also 
known as attribution): The 
distributor needs to provide 
all copyright notices found in 
the open source code they are 
distributing.

2. Provide license texts: The distrib-
utor needs to provide all license 
texts found in the open source 
code they are distributing.

3. Provide disclaimers: The dis-
tributor needs to provide all 
disclaimers and limitation 
statements to recipients. These 
are often already included in 
the license texts.

4. Provide change notices: The 
distributor needs to create 
and provide change notices 
(descriptions of modifications 
made to the original code).

5. Provide other notices: The 
distributor needs to provide all 
other relevant notices found in 
the open source code. This is a 
catch-all to not forget anything.

A given license may not require 
you to do all of these. However, you 
are rarely only ever distributing open 
source code of one license. Most likely, 
all obligations will be present.

FROM THE EDITOR

Complying with open source li-
censes remains a basic activity 
of any product vendor who sells 
projects or products that contain 
open source code. After discuss-
ing open source licenses in past 
instances of this column, this 
column discusses how to comply 
with the two most common ob-
ligations resulting from the open 
source licenses. Ignore at your 
own peril!—Dirk Riehle
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Also, no license requires the compi-
lation of a legal notices file. However, 
it is a best practice to create a single 
presentation of all text snippets rather 
than inundate the recipient with often 
tens of thousands of small snippets as 
their own files.

Compiling open source legal no-
tices requires sifting through the open 
source code and collecting all copy-
right notices and license texts into 
one document, the open source legal 
notices. An explicit request for pro-
viding disclaimers is typically already 
satisfied through providing the license 
text, where they are typically located. 
Change notices are only required if you 
changed the open source code rather 
than just incorporating it as a library, 
and other notices often don’t exist.

The creation of legal notices may 
sound harmless, but in practice can 
turn into a significant amount of work. 
The Linux kernel by now had more than 
25,000 contributors, all with their own 
copyright notice that you need to find 
and include in the legal notices (or else 
not fulfill the obligations and hence lose 
the usage rights grant).

You may wonder why the creation of 
legal notices is not performed centrally, 
as part of the open source project, given 
that they are independent of the distrib-
utor. With the exception of a few nota-
ble examples, including the Linux ker-
nel, this has not happened. Open source 
programmers often don’t care because 
the source code already includes all no-
tices. Companies usually worry that any 
mistake in a contribution to such legal 
notices may be used to sue them.

The smartest way to compile the le-
gal notices is during software compo-
sition analysis, as discussed before. At 
that time, a person is looking closely 
at the code, trying to understand its 
license conditions and third party 
rights. During this process, all copy-
right statements, license texts, and 
further notices should be marked and 
saved. Most tools support this process.

What is not sufficient, as also ex-
plained, is to rely on the information 
provided by package managers: Such 

information is often incomplete, out of 
date, or simply incorrect. A SCA Toola 
will help you, but the creation of legal 
notices will still remain a laborious 
task for the foreseeable future.

The compilation of disparate copy-
right statements, license texts, and 
other notices into one legal notices file 
is only the first of two steps of open 
source proper license compliance. The 
second step is to bring the legal notices 
in front of the recipient of the open 
source code. I will discuss this in an 
upcoming article.

CORRESPONDING  
SOURCE CODE
The second of two main requirements 
put upon distributors of open source 
code is to provide the corresponding 
source code of any copyleft-licensed 
code you distribute to recipients. If 
you are an end user only, this does not 
apply to you.

To recap: The copyleft obligation re-
quires that any incoming open source 
code (of a license with a copyleft obli-
gation) be distributed to third parties 
(like customers) only under the same 
license as the incoming license: The 
incoming license must be the outgoing 
license. If you don’t comply, you don’t 
receive the usage rights to the open 
source code.

The copyleft obligation only applies 
to so-called covered work and if the 
distribution conditions are triggered.

 › Covered work: What is covered 
work, that is, affected code, is 
defined in the license using 
copyright law. Any code you 
write that taps into copyleft-li-
censed code by incorporating 
some of the copyrighted text 
(and be it interface symbols) is 
typically covered code. Then, 
any further code that taps into 
your code may also become cov-
ered code. This propagation is 
sometimes called a “viral effect” 
and is intentional.

aSee https://scatool.com. 

 › Obligation trigger: Distribution of 
the covered code to third parties 
triggers the copyleft obligation. 
Before the advent of the web, this 
was easy: Distribution meant 
passing on binary code to recipi-
ents. Since the web and cloud ser-
vices, new licenses have tried to 
frame the provision of software 
as a service as distribution, with 
mixed success. The most well-
known cloud copyleft license is 
the AGPL-3.0 license family.

Your system’s architecture, how 
your code is coupled, and the specif-
ics of the licenses therefore determine 
which of the code in a distribution is af-
fected by the copyleft obligation of any 
copyleft-licensed code may be using. A 
simple example is a device you might 
be selling, running Linux, with a us-
er-space application. Linux is mostly 
covered by GPL-2.0, and hence you 
have to provide corresponding source 
code for the Linux-related code on your 
device. Your application is shielded 
from the copyleft obligation because of 
the Linux Syscall Note, and hence you 
do not have to provide the correspond-
ing source code to your customers.

Many open source licenses con-
tain a copyleft obligation, sometimes 
weakened by exceptions like the Linux 
Syscall Note, sometimes unmitigated. 
Details vary, and you may sometimes 
believe you found a loophole in a li-
cense so that you could comply with 
the license by letter, but not in spirit. 
I generally advise not to go against the 
grain of a license, but to comply with 
its intentions.

The intention of a copyleft obliga-
tion is to empower recipients to en-
hance the software or to fix any bugs. 
To modify the software or a compo-
nent, users typically need the source 
code for this component, a copyleft 
licenses were invented to ensure this. 
If a component is covered by a copyleft 
license, its distributor needs to make 
the source code available to recipi-
ents and everything that is needed to 
put a replacement in place, including 

https://scatool.com/
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but not limited to custom tools, cryp-
tographic keys, and necessary instruc-
tions. Only “standard software” that 
is, off-the-shelf tools can be omitted.

The comprehensiveness (tools, 
keys, and so on) was added only in more 
recent license generations, most nota-
bly the GPL-3.0 family. It was caused 
by vendors’ active attempts to work 
around the copyleft obligation, dubbed 
tivoization based on the Tivo digital 
video recorder, for which these circum-
vention techniques were invented.

Recipients of corresponding source 
code generally expect one f i le, an 
archive, with all relevant files and in-
formation, prepared in a way that al-
lows the recreation, modification, and 
deployment of the covered work.

The provision of corresponding 
source code does not necessarily require 
you to ship the source code with the bi-
nary code. Some licenses only require 

that you make an offer and maintain this 
offer for a defined period of time. How-
ever, if recipients ask for the source code, 
you have to comply. For this reason, you 
should create the corresponding source 
code together with the binary code and 
archive it, even if you don’t ship it.

Creating corresponding source code 
for old software versions is a difficult 
task and highly error-prone. The cre-
ation and archiving of corresponding 
source code should be part of your 
build processes. Then, if a recipient 
comes asking, you simply pull the code 
from the archive and provide it to the 
recipient.

Also, not everyone has a right to 
ask and receive, only recipients of 
the binary distribution do. However, 
because of the copyleft license, recip-
ients have a right to put the source 
code they receive from you onto the 
web under the open source license. 

Hence, you might as well provide your 
corresponding source code on the 
web as well. To protect yourself from 
copyright trolls, you may want to pass-
word-protect access, though.

Past relationships between ven-
dors and copyleft enthusiasts 
were often adversarial. These 

fights have calmed down, including a 
more amicable approach to remedia-
tion and license compliance that I will 
discuss in an upcoming section.  
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