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1. Open-Source Software




Software (Computer Programs)
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What’s Wrong With Closed-Source Software?

The consequences of (strong) vendor lock-in

1. Costs / fee increases
2. Innovation blockage
3. Operational risk

And many more
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Open-Source Software

Open-source software is
e Software given to you under an open source license
An open source license is

e A software license that grants you the right to
o Use,
o Modify, and
o Distribute (modified or not) the software free-of-charge

This is the legal (license) definition [1]

6
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A Minimal History of Free/Libre, and Open Source Software

Originally, software was bundled with hardware, by-loaded

In the 70ties, by court ruling, software had to be unbundled
Frustration over closed-source software led to free software
Frustration over free software rhetoric led to open source software
Since then, open source has been commoditizing software

a0~
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(Community) Open Source Projects

An open source (software) project is a

Software component together with a
Project community of people
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History of Traditional Community Open Source Projects

7]
Traditional community projects are
e Unincorporated community open source projects
Traditional community projects
l(E;rﬁgcs ,9gcc lllzg:lrj\)t(al ,debian , PostgreSQL ,CentOS Vue JS vear
11984 110987 T1991  '1993 11996 12004 12014 >
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History of Open Source Software Foundations

Open source foundations are

e Organizations set-up to manage community open source projects

Traditional open source foundations

Free Software Apache Software Mozilla The Document year
Foundation ,Foundation ,Foundation ;Foundation »
11985 11999 12003 12012
Vendor-led open source foundations
The Linux Eclipse OpenStack year
,Foundation Foundation Foundation ,CNCF »
12000 12004 12012 12015
User-led open source foundations
Apereo
Kuali Foundation year
,Foundation , OSADL ,OSEHRA Incorporated >
12004 12006 2011 12014 1 0
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History of Commercial Open Source Software

Commercial open source software is

e Software developed by one or more vendors for commercial exploitation

Service and support firms

Cygnus year

,Solutions )

1989

Commercial open source distributors

\SUSE ,Red Hat Univention , Canonical year»
1992 1994 12002 12004
Single-vendor commercial open source firms
year
MySQL SugarCRM ,MongoDB >
11995 12004 12008 1 1
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2. Using Open-Source Software

(Software Engineering)




All Software is Built From Software Components

I
Business Word
applications Processor

Technical
applications,
infrastructure
Utilities and

13
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U.S. Whitehouse Executive Order 2022-05-12 [1]

U.S. Whitehouse Executive Order on Improving the Nation’s Cybersecurity [1]

e Sec. 4. Enhancing Software Supply Chain Security

o A purchaser must be provided a software bill of materials

U.S. Cybersecurity & Infrastructure Security Agency

e Software bill of materials: hitps://www.cisa.gov/sbom

National Telecom and Infrastructure Administration

e https://www.ntia.qov/SBOM

[1] See https://whitehouse.gov/briefing-room/presidential-actions/2021/05/12/ 14
executive-order-on-improving-the-nations-cybersecurity/ https://profriehle.com
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Example Dependency Graph

Number of components in transitive closure of graph = 145 for JValue ODS v0.4.0

15
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Software Composition Analysis (SCA)

Software composition analysis (SCA) is the

e Detailed creation of a software bill of materials often including
e Extraction of license compliance artifacts (copyright notices, license texts)

SCA can be performed to different degrees of detail and purpose

e License text and copyright notice extraction
e Source code snippet matching
e Due diligence

16
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The JQuery License [1] (Based on MIT License Template)

Copyright OpenJS Foundation and other contributors, https://openjsf.org/

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software"), to deal in the Software
without restriction, including without limitation the rights to use, copy, modify, merge,
publish, distribute, sublicense, and/or sell copies of the Software, and to permit persons
to whom the Software is furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A PARTICULAR
PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT HOLDERS BE LIABLE
FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR
OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

17
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Open Source Use in Projects and Products

(Original) distribution (Re)distribution

Licensor Licensee Licensor Licensee
Incoming - Outgoing
license license
Third-party
boundary

18
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Open Source Legal Notices for an Infotainment Stack
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Android Open Source Legal Notices

eoHlMA - 30® C4.d4 9%@ 15:04

¢ Legal information
Legal and safety
Regulatory information
RF information
Regulatory notices
Arbitration and opt-out
Motorola Terms and Conditions
Warranty
Open source
Google legal
System WebView licenses

Wallpapers

Satellite imagery providers:

©2014 CNES / Astrium, DigitalGlobe,
Bluesky

%0 @ “C. 4 90%@ 15

Third-party licenses

» /fake_packages/selinux_policy-timestamp

o /kernel

« /obj/include/qcril/qcril_features_def.h
 /recovery/root/nonplat_file_contexts

« [recovery/root/nonplat_property_contexts

« /recovery/root/plat_file_contexts
 /recovery/root/plat_property_contexts
 /[recovery/root/sbin/recovery
 [recovery/root/sepolicy.

o /root/init

¢ /root/sbin/adbd

« /system/app/Certinstaller/Certinstaller.apk
* /system/app/CompanionDeviceManager/Co
» /system/app/HTMLViewer/HTMLViewer.apk
» /system/app/LiveWallpapersPicker/LiveWally
« /system/app/MotoPhotoEditor/MotoPhotoE(
« /system/app/PrintSpooler/PrintSpooler.apk
* /system/app/ProgramMenu/ProgramMenu.a|
* /system/app/ProgramMenuSystem/Program
o /system/app/Stk/Stk.apk

» /system/app/UserDictionaryProvider/UserDiq
* /system/app/ims/ims.apk

* /system/bin/am

» /system/bin/app_process32
o /system/bin/applypatch

* /system/bin/appops

« /system/bin/appwidget

* /system/bin/atrace

* /system/bin/bmgr

» /system/bin/bu

o /system/bin/bzip2

eHlB - 30 ® 4 90%A 1505

Third-party licenses

Notices for file(s):
/system/bin/bzip2
/system/lib/libbz.a

This program, "bzip2", the associated librar
documentation, are copyright (C) 1996-2010 J
rights reserved.

Redistribution and use in source and binary f
modification, are permitted provided that the
are met:

1. Redistributions of source code must retain
notice, this list of conditions and the fg

2. The origin of this software must not be mi
not claim that you wrote the original soff
software in a product, an acknowledgment i
documentation would be appreciated but is

3. Altered source versions must be plainly ma
not be misrepresented as being the origina

4. The name of the author may not be used to
products derived from this software withou
permission.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR ' “AS
OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LI
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR
ARE DISCLAIMED. 1IN NO EVENT SHALL THE AUTHOR
DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPL

DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROC

eHlB - 30 ® 4 90%A 1506

Third-party licenses

The following files are from the open source
project (git://wl.fi/srv/git/hostap.git)

wlantest_ctrl.h
wpa_ctrl.c
wpa_ctrl.h

These are redistributed using the BSD license

Copyright (c) 2003-2012, Jouni Malinen <j@w1.
All Rights Reserved.

This software may be distributed, used, and m
BSD license:

Redistribution and use in source and binary f|
modification, are permitted provided that the
met:

1. Redistributions of source code must retain
notice, this list of conditions and the fi

2. Redistributions in binary form must reprod
notice, this list of conditions and the fq
documentation and/or other materials provi

3. Neither the name(s) of the above-listed cq
names of its contributors may be used to ¢
derived from this software without specifi

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HQ
"AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES

LIMITED TO, THE IMPLIED WARRANTIES OF MERCHAI
A PARTICULAR PURPOSE ARE DISCLAIMED. IN NO E
OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRE(Q

20
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Where Log4J was Hiding

Log4J was hiding behind a configuration parameter for slf4j-api

21
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The Software Supply Chain

Open source Source code Binary code Product Distributor User
programmer repository registry vendor (reseller) (customer)
1 2 3 4 5
® »@ ) oo B 4 B -

Java, e.g. apache-commons

Javascript, e.g. VuelS

22
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3. The Individual Perspective

(Labor Economics)




Reasons for Participating in Open Source Projects

Traditional reasons

Fun

Help others

Do something useful
Learn new skKills

24

https://profriehle.com



https://profriehle.com

The Onion Model of Project Immigration

1. Reader

2. Passive user

3. Bug reporter
4. Bug fixer
5. Peripheral developer
6. Active developer
7. Core member
8. Project leader

T o | comme—

25
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The Basic Career Ladder of Open Source

* Has commit (write) rights
» Performs bulk of the work, patch review

Exphcnt promotlon

* Provides small features, bug fixes
Contributor » Submits patches (no commit right)

ImpI|C|t promotlon

User * Knows and uses software
* If so, helps with comments, feedback

26
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Economic Value of Committer Position

Type of work Signal to employer Value to employer

Using the software Technical skills Lower hiring risk
Contributing to project Verified skills Lower hiring risk
Leading the project Peer validation Lower hiring risk
Leading the project Leadership Marketing, recruiting
Leading the project Position of power Influence

27
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Benefits to Employee / Open Source Programmer

1. Higher salary
2. Higher job security
3. Richer job experience

28
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4. The Community Perspective

(Open Source Software Foundations)




Community vs. Vendor-Owned Open Source Software

Community open source software is open source software that

postgresoL f APACHE

e Has an open governance process
e |s competitively non-differentiating
e Is communally owned (shared copyright)

Single-vendor open source software is open source software that

e Has a closed governance process
e Is exploited by a single vendor - elasticsearch . mongoDB®
e Is owned by that single vendor

30
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Open Source License vs. Governance

"
§_ Vendor-owned Community
o open source open source
ks
3 Closed source Inner source
o
Closed Open

Process | Governance

31
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Openness Over Time

N
s MRUST W Vuejs @reosa JAPACHE
c
§. Community open source
C) Grafana

8n.io Single-vendor open source
m» elasticsearch
-
. mongoDB.
Time
- >

Project inception I problem-solution fit ¥ Product-market fit | Channel-Product fit
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Open Source Foundations

An open source foundation is

e A non-profit organization (foundation, consortium) [1]

e With the mission of managing / sponsoring / developing the development of
e Competitively non-differentiating software

e Made available to the public as open source software

The three classic open source foundations

THE

# rencHE (ECLIPSE T]LINUX

33
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Not-Competitively Differentiating

i

»

Delighters

Satisfaction

Performance needs

Completeness

)
)

Basic needs

34
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Innovation vs. Commoditization

)

Distributions

Community

distributioﬁ/ : | /Q,’

Single products

35
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Benefits of an Open Source Foundation

A (well-designed) open source foundation provides

e Afair and equal playing field for its members
e With clear governance and intellectual property rules

udo

36
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Components For Use in Products

Needed by product vendors

AUTOM"ITIVE E; dIdC @ ReaCt

GRADE

Also developed by these vendors

37
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Applications For Use in Business Operations

Needed by everyone (in the business domain)

Q)Eit DLibreOfﬁce® gé‘;%?’GNUHealth

eeeeeeeeeeeeeeeeeeeeeeeeeeeee

Sometimes developed, more often sponsored by using businesses

38
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The Extended Career Ladder of Open Source

Foundation
Member
A

* Leads project management committee
PMC Leader » Steers industry platform

I_Explicit promotion

* Has interest of foundation at heart
* Acts as coach, markets, represents

Explicit promotion

1--

* Contributes to project management
PMC Member * Helps steer industry platform

39
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5. The Commercial Perspective

(Commercial Open Source Firms)




How to Make Money with Open Source? 1/ 2

You can’t make money with something that is free.

There is no open source business model.

Open source is a business strategy with many benefits.

You can make money with a closed complement.

41
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How to Make Money with Open Source? 2/ 2

i "

I ——
Open-source software Closed complement

Google’s
Tensor Processing Units

Hardware Google Tensorflow

Elastic’s

Apache Lucene Enterprise Search

. Credativ
RESSLS PostgreSQL PostgreSQL operations
Consulting Wordpress Web Design Berlin

gcc Clever Solutions

42
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Open Source, Vendor Lock-in, and Return on Investment

(Exclusively owned)

Hardware High intellectual property

Software High iglf;(ﬁleucf‘tizzllyp?'\ggzi)y
Operations Medium (1P, Capli\:;)l(,elgosition)
Consulting Low Knowledge

Support Low Knowledge

43
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Types of “Open Source” Businesses

1. Consulting and service firms
2. Open-source distributor firms
3. Single-vendor open source firms

44

https://profriehle.com



https://profriehle.com

Three Generations of Single-Vendor Open Source Firms

The first generation (199x-2002)

e MySQL, Sleepycat Software (BerkeleyDB), TrollTech (Qt), ...
e Focus: Trailblazing / the pioneers

The second generation (2002-2008)

e SugarCRM, MuleSoft, Jaspersoft, ...
e Focus: On-premise business applications

The third generation (since 2008)

e MongoDB, Confluent, Redis Labs, ...
e Focus: Cloud-based infrastructure components

49
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Benefits of Open Source Strategy by Business Function

Marketing

Sales

Business development

Product management

Software development

Product support

Generate leads faster, better, cheaper

Sell more effectively and efficiently

Identify partner opportunities better

Identify new market needs faster, better, cheaper
Build a superior product faster, cheaper

Support product at lower cost

~6
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Intellectual Property Strategy

Intellectual property rights imperative (of single-vendor open source)

e “Always act in such a way that you, and only you, possess the right to provide
the open source project under a license of your choice.” [1]

Use contributor assignment to maintain ownership

e Almost all single-vendor open source firms require copyright transfer for any
contributions to maintain full IP ownership [2]

[11 Riehle, D. (2009). The Intellectual Property Rights Imperative. 47
[2] All you really need is a relicensing right though https://profriehle.com
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Licensing Strategy for On-Premise Applications [1]

For the commercial product ..

Application

e A commercial license for on-premise use
For the open source software

e An aggressive copyleft license e.g. AGPLv3

AGPLvV3

®
)
=
)
AL
8
o
e
o
e
e
O
o
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IP Strategy for Cloud Components [1]

For the commercial product
Component

e A subscription-based license for use of the cloud service

For the open source software

e A weak copyleft license e.g. LGPL or APGLv3 + MIT

AGPLvV3

O
)
&
)

AL

8
o
e
o
e
=
O

o
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[1] Mostly used for cloud infrastructure components of the current third-generation firms https://profriehle.com
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Enter the Hyperscalers

Hyperscalers can meet and beat the vendor’s value proposition

e Cost efficiency
e Quality of service

aW% A\ Azure 3 G-

N— Google Cloud Alibaba Cloud

50
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Source-Available Licenses

A license that is like an open source license except that
e The licensee loses the usage rights if they compete with the licensor
Example source-available licenses:

e Business Source License (BSL) 1.1 by MariaDB Corporation Ab (2017) [1]
e Server-side Public License (SSPL) by MongoDB Inc. (2018)
e Redis Source Available License (RSAL) by Redis Ltd. (2019)

Also see the Polyform project for a license creation toolbox [4]

[1] See https://mariadb.com/bsl|11

[2] See https://www.mongodb.com/licensing/server-side-public-license

[3] See https://redis.com/redis-source-available-license 51
[4] See htips://polyformproject.org/ https://profriehle.com
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6. The Country Perspective

(Country-Level Competitiveness)




Vendor-led vs. User-led Open Source Projects

£

S

§ N/A User-led projects
£

[

S

3  Vendor-led projects N/A

£

Component Application

Process | Governance
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Example 1: Academy Software Foundation

The Academy Software Foundation is

e A Linux Foundation collaboration project
e Adopting, managing, and sponsoring open source
e For the production of movies

Premier members are both movie studies and vendors

ASWFEE @ & .0
FOUNDATION OpenEXR  OpenVDB  OpenCue

OpenColorlO

54
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Example 2: Open Logistics Foundation

The Open Logistics Foundation is

e A user-led open source foundation that is
e Managing and developing open source
e For the operations of logistics companies

Members are primarily German logistics firms (for now)

open logistics
) foundation

95
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Country-Level Competitiveness

Benefits of homogeneity and co-location

e More effective understanding and collaboration
e Short communication paths, information flow
e Faster diffusion of best practices by person

Joining forces in a user-led open source consortium

e Lifts the boats of everyone in the core cluster
e Relative to those who are not in the cluster

A country should help its industries get organized

e To strengthen the countries competitiveness

56
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7. Digital Sustainability




Digital Sustainability and Sovereignty

Benefits of reducing vendor lock-in (recap)

e No/less price pressure
e No innovation blockage
e Lower operational risks

These benefits repeat each other on different levels

The individual
Single companies
Whole consortia
The country

58
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Summary

Open-source software
Using open-source software
The individual perspective
The community perspective
The commercial perspective
The country perspective
Digital sustainability

NOoOOaRLN =
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Thank You! Any Questions?

Prof. Dr. Dirk Riehle, M.B.A.

dirk.riehle@fau.de, https://oss.cs.fau.de

dirk.riehle@bayave.com, https://bayave.com

dirk@riehle.orq, https://dirkriehle.com

Twitter: @dirkriehle, @profriehle
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Legal Notices

License

e Licensed under the CC BY 4.0 International license

Copyright
e © Copyright 2023 Dirk Riehle, some rights reserved

61
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